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MpunoxeHue

METOAUWYECKMUE PEKOMEHOALIUU
O PASMELLEHUUA HA UHO®OPMALIUOHHBLIX CTEHOAX, OPULINATIbHBIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B C®EPE OEPA30OBAHUA, UH®OPMALIMK O BE3OMNMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamm u uneHamun BpemenHonm komuccun CoseTa depepaumy nNo pasBuTUO MHEGOPMaLMOHHOMO
obLlecTBa B paMKax BbINOMHEHUS peKOMeHAauni napnameHTckux crnywaHmn "AkTyanbHble BONpockl obecneyeHmns
6e3onacHOCTV 1 pa3BUTUS AeTen B MHAPOPMAaLMOHHOM NpocTpaHcTBe", koTopklie npowwnu B Cosete ®enepaummn 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKoMeHAauMn O pasMelleHMn Ha WHEGOPMALMOHHbIX
CTeHAax, oMuuMuanbHbIX WHTEPHeT-calTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax obleobpasoBaTenbHbIX
OopraHuM3auvMin 1M opraHoB, OCYLLECTBNAKLWMX ynpasneHune B cdepe obpas3oBaHus, nHdopmauum o 6e3onacHom
noBeAEHWUMN 1 UCNONb30BaHuUK ceTn "VIHTepHeT" (ganee - MeToAMYecKkMe pekoMeHJaunm).

MeToanuyeckne pekoMeHgauun HarnpasfeHbl Ha KayeCTBEHHOE MOBbILEHWE YPOBHS WMHAOPMAaLMOHHON
OearenbHoCcTU 0Oweobpa3oBaTenbHbIX OpraHM3auMi M OpraHoB, OCYLLECTBASKOLWMX yrnpaBneHne B cdepe
obpas3oBaHMsi, B 4YacTu MHPOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3akoHHbIX npeacTaBuUTEnen) u
negarornyecknx paboTHMKoOB 06 OCHOBHbIX acnektax nHdpopmMaLMoHHON 6e30nacHOCTK.

MeToanyeckne pekoMeHZaumm No3BonAT  obuwleobpasoBaTenbHbIM  OpraHu3auusaM U1 OpraHam,
OCYLLECTBMAIOLWMM ynpasrneHne B cdepe obpas3oBaHus, akTyanMampoBaTb yXKe UCMNofb3yemMble U pa3MeLleHHble

WH(POPMaLIMOHHbIE MaTepuanbl, Tak U MOArOTOBUTb MX B Clyvae UX OTCYTCTBUS C YY4ETOM Ny4YLIMX MPaKTUK U
pekomeHaaunin.

B pamkax meTogu4eckmx pekoMmeHgaummn paccmMaTpmBaroTCs CreayoLwme MHCTPYMEHThI:

1. NHpOPMALMOHHBbIE CTEHAbI;

2. ohmumanbHble UHTEPHET-PEeCcypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).
MHopmaumnoHHbIe CTeHAbI

Ha wuHdopmauuoHHbIX cTeHaax B 00uieobpasoBaTenbHbIX OpraHu3auusix, pPacrnonoXeHHbIX B doie
yypexaeHun n B kabuHeTax, OCHaLLeHHbIX MepcoHasibHbIMKW YCTPOWCTBaMK Ansi Bbixoda B ceTb "MHTepHeT",
pekomMeHayeTcsi pasMecTuTb WHOPMALMOHHbIE MaMATKM, COAEPXALLME OCHOBHbIE COBETbI MO obecnevyeHuto
NHOPMaLIMOHHOM 6Ee30MacHOCTH y4aLLMXCS.

B NPUINoOXeHnn N 1 kK meToan4yecknm pekoMmeHaaunam npeacrtasiieH o6pa3eu, NaMATKN And pasMelleHnda Ha




MHOPMALIMOHHBIX CTEHaX.

CpeacTtea maccoBoin nHdopmarmm

B cpeactBax MaccoBoW MHGOPMauMW, OPUEHTMPOBAHHbLIX Ha OOYYaloLMXCS, PEKOMEHOYEeTCs B Te4yeHue
y4eGHOro rofa perynsipHo nyGnukoBaTb MH(OPMAaLMOHHbIE MaTepuarsbl, MOCBALWEHHbIE OTAEMbHbLIM acrneKkTam
MHpbopMaLMOHHON 6e30MacHOCTH, a Takke pasnuyHbie NamMsATKM OOLLEro XxapakTepa.

B cpeactBax MaccoBoW MHGOPMauUMM, OPVEHTUPOBAHHBLIX Ha MeaarorMvyeckylo  obLEeCTBEHHOCTb,
pekomeHOyeTcs B TeyeHMe KaneHgapHoro roga perynspHo nybnukoBaTb WHMOPMALMOHHLIE MaTepuarnsl,
NOCBSILLEHHbIE OTAEeNbHbIM acnekTaM WMHOPMAaLMOHHOW 6e30MacHOCTU Kak HEeCOBEepPLUEHHOMNETHUX, Tak WU
obleobpasoBaTeNibHbIX  OpraHvM3auuii, a Takke pasfuyHble namsATkM, 0630pbl  HOPMAaTUBHO-NPaABOBOIO
perynvmpoBaHusi 4aHHON cdepbl 1 MHGOPMaLMIO O aKTyarbHbIX MEPONPUATUSIX U COBLITUSX B AaHHON cdepe.

B xope npoBegenuns EamHoro ypoka no 6esonacHoctu B cetu "MHTepHeT" pekomeHayeTcs obecneynTb
BbINYCK TEMATU4YECKOro BbiMyCka CpeacTBa MacCoBOW WHopmauum nmbo cepuu nybnukauumi, cpean KoTopbiX
paccMOTpeTb OpPraHM30BaHHbIE MEPONPUATUSA ANA obyyalolWmxXcs, X poauTenen (3akoHHbIX NpeacTaBuTenen) u
negarornyeckom obLLecTBEHHOCTH.

OdwmumanbHble UHTepHeET-pecypchbl

O6LeobpasoBaTenbHbiM  OpraHn3auusaM pekoMeHgyeTcsa Ha cBoux odwmumanbHblx WHTepHeT-pecypcax
obecneuntb YHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmauunoHHas
6e30nacHOCTL", B paMKax KOTOPOro NpeaycMOTpeTb pasMeLleHne crieqyowen nHopmaumm:

N Pasgen/nogpasgen | ®opmaTt npeacraBneHus CopgepxaHvne maTepumarnos
maTepuanos
1. |INokanbHble Konuu nokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTMBHblE akTbl B | bopmaTe *PDF CKaHMPOBaHHbI BapuaHT AOKYMEHTA,
cthepe obecneyeHms COOTBETCTBYIOLWUIA TpeboBaHNAM K
NHOPMALIMOHHOMN napameTpamM CKaHUpOBaHWS.
©e3onacHocTn PasmeLuaoTcs AOKYMEHTHI,
obyvaromxcs pernaMmeHTpyloLme opraHm3aumio u

paboTy ¢ nepcoHanbHLIMU AaHHBIMY,
nnaHbl MeponNpuaTUA No obecnevyeHunto
MHopMaLNOHHOM BGe3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKkymeHTOB B [MyB6nukytoTCs akTyarnbHble CBEAEHUS O
perynuposaHue dopmarte *PDF denepanbHbIX U permoHarnbHbIX 3akoHax,
n1McbLMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernameHTupyowwmne obecneyeHne
MHopMaLNOHHOM Be3onacHOCTU
HecoBepLUeHHoneTHUX. [lonyckaeTcs
BMECTO KOMUn pasmellaTb rmnepcebIniki Ha
COOTBETCTBYIOLLNE JOKYMEHTbI Ha canTax
OpraHoB rocyfapcTBEHHOW BNacTu.

3. |leparornyeckmm TekcT Ha cTpaHuue PasmeluaroTca metognyeckue
paboTHMKam cavita pekoMeHAaunn 1 ykasbiBaeTcs
Konunn gOoKyMeHTOB B WHopMaLINSa O MeponpUATUSIX, MpoeKTax
¢dopmate *PDF M NnporpaMmmax, HanpaBneHHbIX Ha

noBblLLEHNE NHDOPMALMOHHOM
rPaMoOTHOCTM NeJarorm4eckux paboTHNKOB.

4. O6yuatowumes TekcT Ha cTpaHuue PasmellaeTca MHhopMaLMoOHHaa namsaTka
cavita (mpunoxenue N 2) n ykasbiBaetcs
MHOPMaLINSA O MEPOMNPUATUSAX, MPOEKTax




1 nporpaMmmax, HanpaBfieHHbIX Ha
noBblLLEeHNE NHOPMaLMOHHOM
rPaMoOTHOCTM 0By4YatoLMXCS.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuue PasmelaeTtcs nHgopmalmoHHasa namaTka
npeacraBuTeNsaMm) caunTa (npunoxeHue N 3).
obyuatomxcs

6. |[OeTckue 6esonacHble | TeKCT Ha CTpaHuue PaamelyaeTtcsa nHdopmaums o
canThbl canTa peKoMeHAyeMbIX K UCMOMb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30MacHbIX AETCKNX CaNTOB.

OpraHaM, OCYLLECTBNSIIOLLMM ynpaBneHne B ccpepe obpasoBaHus, PEKOMEHOYETCS HA CBOMX OhuLMarnbHbIX
MHTepHeT-pecypcax obecneuntb (YHKUMOHUPOBAHWE CaMOCTOSITENBHOMO W Creuuanu3npoBaHHOro pasgena
"HdopmavnmoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NnpeaycMoTpeTb pasMmelleHne cnegyrolen nHpopmaumm:

Mpunoxexne N 1

NAMATKA )
NS OBYYAIOLLMXCSA OB NHOOPMALIMOHHOW BE30MACHOCTU IETEN

HENb3A

1. Bcem nogpsa coobuwatb CBOK YacTHYKO MHoOpmaumio (HacToswme uMms, damunuio, TenedoH, agpec,
HOMep LUKONbI, @ Takke oTorpacmm cBoum, CBoer ceMbu 1 Apy3en);

2. OTKpbIBaTb BNOXEHHbIE (hannbl 3NEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTrNpaBuTens;
3. [pybuTb, NpuanpaTbCs, okasblBaTb AaBNEHUE - BeCTU cebs HEBEXITMBO U arpecCuBHO;
4. He pacnopsikancs AeHbramu TBOern ceMbm 6e3 paspeLleHnst cTaplumnx - BCeraa cnpailmean pogutenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMW B pearnbHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
aosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YnTtaews o cebe Henpaeay B MIHTepHeTe - coobLy 06 3TOM CBOMM poauTENsaM
UMK OMneKyHaM;

2. MpurnawatoT nepennceiBaTbCH, Urpatb, 0OMeHMBaTLCH - MPOBEPb, HET N NOABOXA;
3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasblBay B3pocrnbiM 0 npobnemax B ceTu - OHW Bcerga nomoryT;

5. Wicnonb3yi HacTpolkn 6e3onacHOCT U NPUBATHOCTM, YTOOLI HE MOTEPATbL CBOM akKayHTbl B COLICETSIX U
Apyrux nopranax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenei;
2. MNonb3ayewbca NHTEPHET-MCTOYHUKOM - [erian CChIfKY Ha Hero;

3. OTKprBaIZ TOJIbKO T€ CCbIJ1KM, B KOTOPbIX YBEPEH,




4. O6waTbCs 3a NOMOLLIbIO B3pPOCHbIM - poanTenun, onekyHbl 1 agMMHUCTpauna canTtoB Bcerga NOMOTYT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" U NONYyYM NacnopT UMdpoBOro rpaxgaHnHal

Mpunoxexne N 2

NH®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLWWMXCA ONnA PASMELLEHUA
HA O®OULUNATBbHbIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MONOAEXN B UHTEPHETE CTaHOBUTbLCA OOMblue, a LIKOMbHUKA OOHW M3 CaMbIX aKTUBHbIX
nons3oBartenen PyHeTa. Mexgy TemM, NOMMMO OFPOMHOMO KONMYECTBa BO3MOXHOCTENW, WHTEpPHET HeceT U
npobnembl. ATa NamsaTKa gOMKHa Nomo4yb Tebe 6e3onacHo HaxXoanTLCH B CETH.

KOMI'IbIOTeprIe BUPYCbI

KoMnbloTEpHBIN BUPYC - 9TO Pas3HOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamm, OTAWYUTENbHON OCOBEHHOCTHIO
KOTOPOW SBMSIETCS CMNOCOBHOCTbL K pasMHOXEeHWo. B gononHeHve K 3TOMy, BUPYCbl MOryT MOBPeauTb WM
MOMHOCTBIO YHUYTOXWUTb BCE (palnbl M AaHHble, MOAKOHTPOSIbHbIE MONb30OBaTeNto, OT MMEHW KOTOoporo 6bina
3anyLieHa 3apakeHHas nporpaMma, a Takke noBpeauTb UM JaXe YHUUYTOXWUTb ONepPauMOHHY0 CUCTEMY CO BCEMM
avinamu B uenoM. B 6onblunHCTBE CryvyaeB pacnpoCTPaHSIOTCA BUPYChl YePe3 UHTEPHET.

MeTogb! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yih coBpeMeHHble OnepauuoHHble CUCTEMbI, WMEKLIMe Cepbe3Hbli YPOBEHb 3aliuTbl OT
BPEAOHOCHbIX NPOrpaMmm;

2. MocToAHHO yCTaHaBnMBan nayvytn (LMpoBble 3annaTkv, KOTOpble aBTOMaTU4YeCKM yCTaHaBNMBAlOTCSH C
Luenbio gopaboTku nporpammbl) U Apyrve oBHOBNEHMSA CBOeW onepaunoHHOW cucTembl. CkaumBam KX TOMbKO C
othmumnansHoro canta paspabotunka OC. Ecnu cyliecTByeT pexvM aBToOMaTn4eckoro o6HOBMEHWS, BKITHOYM €ro;

3. Pabotan Ha cBoeM KOMMblOTEPE MOA NpaBamy Nonb3oBaTens, a He agMuHUcTpaTopa. 3TO He NO3BONUT
GOnNbLUMHCTBY BPEAOHOCHbBIX NPOrpamMM MHCTaNMpoBaTbCs HAa TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Ncnonb3y aHTUBMPYCHblE MPOrpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHneM 6a3;

5. OrpaHuyb usanyeckmin 4OCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Vicnonb3yn BHeLWHWe HOcMTeny nHdopmaumm, Takme Kak drewka, AUCK v ann m3 MHTepHeTa, TONbKO
13 NPOBEPEHHbLIX UCTOYHMKOB;

7. He oTkpblBai KOMMblOTEPHbIE alnbl, NONyYeHHble W3 HeHaOeXHbIX UCTOoYHMKOB. [axe Te dhannsl,
KOTOpble Npucnan TBOM 3HAKOMbIN. Jlydlie yTOYHM Y Hero, OTNpaBnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepepayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuub OpeHp, mapka. Ewe B 1991 rogy
HuaepnaHackas KomnaHws 3apeructpupoBana 6peng "WECA", yto obosHadano cnoBocodeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "0ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu fowna gpyras abbpeBuaTypa, KOTopasi sIBNSIETCA TaKOW e TexHonornen. ITo
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO JAHO C HAMEKOM Ha CTaHAApT BbiCLIEN 3ByKOBOM TexHUkM Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKast TOYHOCTL".

[a, 6ecnnaTHbIi MHTEPHET-AOCTYN B Kadye, OTENsAX M aspornopTax SBNAETCA OTIIMYHOMW BO3MOXHOCTbIO
BbIX04a B UHTEPHET. Ho MHOMMe akcnepTbl cumTatoT, YTo obwenoctynHble Wi-Fi ceTn He siBnatoTcss 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06LeAoCcTYNHbIX ceTax Wi-fi:




1. He nepepaBan cBow nuuHyio wuHpopmauuio yepes obwepoctynHole Wi-Fi cetn. Pabortas B Hux,
XenatenbHO He BBOAMTb Maponiv AOCTyNa, FI0rMHbl U Kakne-To HOMepa;

2. Ncnonb3yin n 06HOBNSI aHTUBUPYCHbIE Nporpammbl U 6paHamayep. Tem cambiM Tol o6e3onacuilb cebs oT
3aKayku BUpyca Ha TBOe YCTPOMCTBO;

3. Mpwn ncnonesosanum Wi-Fi oTkntoum dyHkumo "O6wmin goctyn K dpannam un npuHtepam”. JaHHas dyHKUns
3aKpbiTa MO YMOMYaHWI0, OAHAKO HEKOTOopble MOoNb3oBaTeNny akTMBMPYKT ee Ansd yaobcTBa MCMONb30OBaHUSA B
paboTte nnn y4yebe;

4. He ncnoneayn nyonuyHeii WI-FI ans nepegaym nuyHblX AaHHbIX, HANpUMMeEpP ANs BbIXxo4a B cOLManbHble
CEeTW UINK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmueHHoe coeguHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmnoum dyHkumo "MogkniodeHne k Wi-Fi aBTomatnuyeckun”. He ponyckan
aBTOMaTUYECKOro noaknyeHus yctponcrtaea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

COLI,I/IaJ'IbeIe CeTN aKTUBHO BXOOAT B HaAWy XXW3Hb, MHOrne nogu pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apermctpupoBaH mMunnuapg 4YenoBeK, YTO SBNAETCH OOHOW CeObMOW BCEX XUTENew nnaHeThbl.
MHorve nonb3oBaTenu He MOHMMAIOT, YTO UHOPMALMS, pasMeLLEHHAss UMW B COLManbHbIX CETAX, MOXET OblTb
HalgeHa 1 ucnonb3oBaHa KeM YrofHO, B TOM Yucie He 06s13aTenbHO ¢ 6narMMm HaMepeHUsiMu.

OcHoBHble coBeTbl N0 6e30MacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3baxX HE AOMKHO BbITb CRy4anHbIX U HE3HAKOMbIX NI0GEN;

2. 3awmwan CBOK YacTHYI M3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro pPOXAeHWs U
APYrylo NUYHYI0 MHOopMaLmio. 3N0yMbILLFIEHHUKM MOTYT MCMOMb30BaTh AaXe MHAPOPMaLUIo O TOM, Kak Tbl 1 TBOU

poAUTENU NnaHMpyeTe NPOBECTW KaHWKYIbI;

3. Bawmwan csoto penyTauuio - AepXKn ee B YNCTOTe M 3agaBan cebe Bonpoc: xoTen Obl Thl, YTOBbLI Apyrue
nonb3oBaTenu BUAENM, YTO Thl 3arpyxaelub? MNogymai, npexae Yem YTo-To onybnukoBaTh, HaNUCaTh U 3arpy3uTb;

4. Ecnu Tbl roBOpULLb C MOAbMU, KOTOPLIX HE 3HaELLb, He UCMOMb3YI CBOE pearnbHOe UMS U APYrYH0 NINYHYIO
NHdOpMaLMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelueHus cotorpaduin B IHTepHeTe, rae Tl n306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpu peructpaumn B coumarnbHol ceT HEOBXOAMMO UCMONb30BaTb CMOXHbLIE Naponu, cocTosime 13 BykB
Y UMEP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHOM CeTU, NOYTbl M OPYrMX CauToB HeoBXoauMOo Mcnonb3oBaTb pasHble naponu. Torga ecnu
Tebs B3NOMaltoT, TO 3M0YMbILLIMEHHUKM Nosy4aT AOCTYN TOMbKO K OQHOMY MeCTy, a He BO BCe Cpasy.

OneKTpPOoHHbIe AeHbIN

SJ'IeKTpOHHbIe AOEHbIN - 3TO OYEHb yﬂ,06HbIl7l cnocob nnartexen, ogHako CyleCTBYHOT MOLUEHHUKN, KOTOPbIE
XOTAT NOJTY4YUTb 3TN OEHbIN.

SJ'IeKTpOHHbIe OeHbIm noAasunncb coBcemMm HegaBHO U UMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
nop He NPonnucaHo NpPo HMUX B 3aKOHaxX.

B Poccum xxe oHM (PYHKLMOHUPYIOT M O HUX yXe MPONUcaHo B 3aKOHe, rae MX pasfensioT Ha HEeCKOSbKo
BWAOB - aHOHWMHbIE U HE aHOHWMHble. PasHuMua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs
npoBoAuTb onepauun 6e3 naeHTMMKauum nonb3oBaTens, a B HEaHOHUMHbIX MAeHTUdUKaLnUa nonb3oBaTens
ABnsieTca obA3aTensLHON.

Takke cnefnyet pasfnydaTtb 3NEKTPOHHbIe (*)MaTHbIe AEeHbIn (paBHbI rocygapCrtBeHHbIM BaﬂIOTaM) n




3MEKTPOHHbIE HedMaTHbIe AeHbMM (He paBHbl FOCY4apCTBEHHBLIM BanoTam).
OcHoBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NEeKTPOHHLIMU AeHbramu:

1. MNpuBSXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAO0OHbIN M BLICTPLIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cyeTy. [NpuBs3aHHbIN TenegoH MOMOXeT, ecnu 3abygellb CBOW MNNaTeXHbld Naponb UNW 3aigellb Ha canT C
HEe3HaKoOMOro yCTPONCTBA;

2. Vcnonb3yit ogHopasoBble naponu. Mocne nepexoda Ha yCUSIeHHYH aBTopusauuio Tebe yxe He GyaeT
yrpoXaTb ONacHOCTb KpaXku UNu nepexeara nnaTexHoro napons;

3. Bbibepu cnoxHbln naponbs. NpecTtynHukam OyaeT He MpocTO yragaTb CIOXHbIM Naponb. HagexHble
naponu - 3To Naponn, KOTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaloT B cebs CTPOYHbIE M NPOMMUCHbIE BYKBHI,
undpbl U HECKOMNbKO CMMBOSOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIM 3HaK v T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AOBEpPSiELLb.

OneKTpoHHasA noyTta

OneKkTpoHHasa no4vta - 3TO TEXHOMOrMS W MpefoCTaBMsieMble €K YCMyrn No Mepechbinike UM MNOoMyyYeHuto
3NEKTPOHHbIX COOBLLEHMI, KOTOpbIE pacnpenensaTcs B KOMNbOTEpHON ceTu. OBbIYHO 3MEKTPOHHbLIN MOYTOBLIN
AWNUK BbIMAANT criegylowmMm obpa3oM: MMsi_nonb3oBaTend@uMs_AoMeHa. Takke Kpome nepefadv npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb nepegasaTb doawnbl.

OcHOBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NEeKTPOHHO NOYTON:

1. Hapgo BbibpaTb npaBunbHbIA MOYTOBBIN CepBUC. B MHTEpHETEe eCcTb OrpomHbIvi Bbibop GecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO fyylle AOBEPSATb TEM, KOro 3HaelLlb U KTO NepBbI B PEUTUHTE;

2. He ykasblBan B JIMYHOW MoYTe JNYHYKO  uWHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIi_daHat@" nnm "pok2013" BmecTto "temal3";

3. Vcnonk3yin gByxaTanHyl aBTopu3auuio. 3To Korga NOMMMO Maponst HYKHO BBOAWUTL KOA, MPUCHINIaeMbIn
no SMS;

4. Bbibepy CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro ALWUKa AOMKEH ObiTb CBOM HAAEXKHbIA, YCTOMYUBBIA K
B3rIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamoMy CBOW FUYHbIA BOMPOC, UCMONb3Y 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HeCKOMbKO MOYTOBLIX ALMKOB. [MepBbiit AN YacTHOW Nepenucku ¢ agpecaTaMu, KOTOpbIM Tbl
fAoBepsielllb. ATO 3MEKTPOHHbIN aapec He HaJo UCMoNb3oBaTh NpY PerncTpauun Ha dopymax 1 canTtax;

7. He oTkpbiBan channsl 1 Apyrne BroXeHUsa B NMUCbMax, Aaxe ecrnv OHW MpuLlnun ot TBoux Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABNANN N1 oHW Tebe aTn dannsbl;

8. Mocne okoHYaHWsA paboTbl HA NOYTOBOM CEPBUCE NEPEL 3aKpbITUEM BKMNaZAKU C CanToM He 3abyab HaxaTb
Ha "Bbintn".

KMGepGynnuHr unu BupTyanbHoe nsgesatenbCcTBO

KM6ep6y1'IJ'IVIHF - npecnegoBsaHne CcoobLLEHMAMM, coaepxawunuvn OCKOp6J'IeHVIﬂ, arpeccuro, 3anyrmBaHue;
XynuraHCcTBO, couunarnbHoe 6OIZKOTVIDOBaHMe C MNOMOLLbIO pa3finvyHbIX NHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynIMHrom:

1. He 6pocawics B 6oi. Jlyywmii cnocob: nocoBeToBaTbCs Kak cebsi BECTU M, €CNN HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHavane ycrnokoutbcs. Ecnu Tbl HauHeLWb oTBeYaTb OCKOPGNEHMAMM Ha OCKOpPOIEeHMS, TO TOMbKO
ewe 6ornblue pasoxeKellb KOHQIMWKT;

2. YnpaBnsan cesoen knbeppenytaumven;




3. AHOHMMHOCTb B CETU MHMUMaS. CyIJJ,eCTByIOT €nocobbl BbIACHUTL, KTO CTOMT 32 aHOHUMHbIM adKKayHTOM;

4. He cTouT BECTU XynuUraHckuin obpas BUPTYaribHOW XU3HWU. VIHTEpHET puKcMpyeT BCe TBOM OENCTBUS U
coxpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. Cobniogan cBoto BUPTYarnbHY YeCTb CMONOAY;

6. VrHopupyih eguHWYHbIA HeratvB. OOHOpasoBble OCKOPOUTENbHbIE COOOLLEHMST Nydlle WUrHOPUPOBAaTb.
O6bI4HO arpeccusi npekpalwaeTcs Ha HavyanbHOM CTagum;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLUEHUSMW, B COLMAnbHbIX CETAX €CTb
BO3MOXHOCTb BIOKMPOBKM OTNPaBKM COOBLLEHNI C ONpeaerneHHbIX aapecos;

8. Ecnu Tbl cBMAaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
4YTO ero AeWCTBUS OLIEHUBAKOTCH HeraTMBHO, MOAAEPXKaTb XEPTBY, KOTOPOM HYXKHA MCUMXONOrnyeckasi NomoLLb,
cooBLWUTL B3pOCTbIM O hakTe arpecCMBHONO NOBEAEHNS B CETU.

Mo6unbHbIN TenedgoH
CoBpeMeHHble CMapTdOHbI 1 NnaHWweTbl cogepxaTt B cebe BnonHe B3pocnbid YHKUMOHaM, 1 Tenepb OHU
MOTyT KOHKYpVMpOBaTb CO CTauMOHapHbIMK KommbloTepamu. OgHako, CpeacTB 3awmnTbl AN NOAO0BHbBIX YCTPOWCTB

noka o4YeHb Mano. TeCTMpoBaHUE 1 NOUCK YA3BUMOCTEN B HUX MPOUCXOOMUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camMoe KacaeTCs U MOBUNbHbBIX MPUNOXKEHUN.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| YXe TMNpaKTnd4eckn AorHasnm HacToJsibHble aHanorun, oJ4dHako
pacwiunpeHne (byHKLI,MOHaJ'Ia BIneYeT 3a cobon 601'IbL1Jle CIMOXHOCTb N MEHbLLUYIO 3alnLLEHHOCTb.

llaneko He Bce MPOV3BOAMTENW BbIMYCKAOT OGHOBMEHMS, 3aKpblBaOLIME KPUTUYECKUE YSA3BMMOCTU ANs
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUBHOMO Teﬂe(bOHaZ

Huyero He saBnseTca no-Hactoswemy OGecnnatHbiM. Byab octopoxeH, Beab korga Tebe npepnaratoTt
6ecnnaTtHbIi KOHTEHT, B HEM MOTYT BbITb CKPbITbI KaKMe-TO NnaTHbIe YCnyru;

Oymain, npexage 4yem otnpaBute SMS, doTo nnmn Buaeo. Tbl TOYHO 3Haellb, rAe OHU OyayT B KOHEYHOM
ntore?

Heobxogumo oBHOBMATL ONepaunoHHY0 CUCTEMY TBOEro cMapTdoHa;
Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl ANs MOBUIbHbBIX TenedgoHOoB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOYHMKA, BeAb OHW MOryT cofepxaTb BpeAoHOCHOe
nporpaMmmHoe obecnedeHue;

Mocne ToOro Kak Thbl BbldeLb C canTa, rae BBOAWI MNUYHYI0 MHOpMaLmMio, 3angu B HAaCTPONKM Bpaysepa u
yaanu cookies;

I'Iepmop,mqecm HpOBepHVI, Kakne nnatHble YCIyrn akTuBMpOBaHbl HA TBOEM HOMEPE;

[aBan cBon Homep MOBUITbHOrO TenedoHa TOMbKO NI0ASAM, KOTOPbIX Thl 3HAELUb U KOMY AOBEpPSELLb;

Bluetooth gomxeH GbITb BbIKITIOYEH, KOrAa Thbl UM HE Nonb3yellbca. He 3abbiBai MHoraa npoBepsiTb 3TO.
Online urpbl

CoBpeMeHHbIE OHMaNH-Urpbl - 3TO KPacoYHble, 3axBaTbliBaloWMe pasBreyYeHUsi, 0ObEeAMHAIOLIME COTHU
ThICAY YenoBeK Mo Bcemy mupy. Vrpoku uccrneayloT OaHHbIn UM MUp, obliarTca Apyr C APYroM, BbIMOMHSAIOT
3a[laHu1s, CPaXKaTCA C MOHCTPaMM 1 MOMYyYaloT OnbIT. 3a YOOBOMLCTBME OHU NNATAT: MOKYNalT AUCK, OnnavynsaioT
aboHeMeHT Unun NprMoBpeTaloT Kakue-To onuum.

Bce otm cpeactBa vayT Ha noadepXaHue M passBuMTME Urpbl, a Takke Ha caMy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbl aBTOpPM3aLMK, BbIMycKaloTCA HOBble NaTyu (UMdpoBble 3annaTku ANs nporpamm),




3aKpbLIBAOTCA YSI3BMMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacartbCA HE CTOJIbKO CBOMUX COMNEpPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonbluMHCTBA nrp.

OcHoBHbIe coBeTbl N0 He30NacHOCTU TBOEro UrPOBOro akKkayHTa:

1. Ecnu apyroit urpok BefdeT cebs nnoxo unu cosgaet Tebe HenpusiTHOCTW, 3abrokupyin ero B Crncke
UrPOKOB;

2. I'Io>|<any|7|c;| aaMUHUCTPaTopaM Urpbl Ha Ny1oxoe noBeaeHme 3Toro Urpoka, XenaTternbHo NPUoXnTb Kakne-
TO AOoKa3aTesibCTBa B BNAe CKPUHOB;

3. He ykasbiBan nn4yHyo MHopmMaumio B npodansie urpsbl;
4. YBaxaw Apyrmx y4acTHUKOB MO UIpeE;

5. He yctaHaBnuBamn HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yit cnoXHble 1 pasHble Naponu;

7. Jaxe BO BpeMms Urpbl He CTOUT OTKMIOYaTb aHTMBMPYC. [oka Tbl Mrpaellb, TBOW KOMMbHOTEP MOryT
3apasuTb.

DULLIMHI UMK KpaXka FINYHbIX AaHHbIX

OObI4HOM Kpa>|<el7| AoeHer n OOKYMEeHTOB cerogHd yxe HWUKOro He yamBullb, HO C pa3BUTUEM UHTEPHEeT-
TEXHOMOornm 3JTI0YMbILUNTEHHUKN NEePEMECTUITNCh B UHTEPHET, N NPOOO0JIKAKT 3aHMMAaTbCA "NobmumMbIM" Aenom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLUEHHNYECTBA NN OULLVHT, rMaBHas Lenb KOTOPOro COCTOUT B
nonyyYyeHun KoHduaeHUManbHbIX AaHHbIX MOMb30BaTenen - NOrMHOB M naponen. Ha aHrnuinckom sAsbike phishing
yntaeTca kak puwnHr (ot fishing - peibHas nosns, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBomM akkayHTOM. Ecnn Tbl nogospeBaelub, YTO TBOS aHKeTa Obina B3rnomaHa, To Heob6xoanmo
3abnokupoBaTh €€ 1 COOOLLMTb agMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/|Cﬂ0ﬂb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3ayii cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 3MOYMbILIMEHHWKN
nony4aT AOCTYN TOSIbKO K OOHOMY TBOEMY NPOGUIIO B CETU, @ HE KO BCEM;

4. Ecnu Teb5 B3nomanu, To HeobxoanmMo npegynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OPY3bsX, O TOM, 4YTO Tebs B3romanu 1, BO3MOXHO, OT TBOEro UMeHu GyaeT paccbinaTbCs Cnam W CCbISIKU Ha
(PULLNHIOBbIE CaNThI;

5. YctaHoBM HagexHblvi naponb (PIN) Ha MOBUnbHBIN TenedoH;

6. OTknNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpblBai channsl 1 Apyrne BrOXEHUA B NUCbMax, Jaxe eCcrnv OHW NpuLnu oT TBouUx Apy3en. Jlydwe
YTOYHW Y HUX, OTNPABMANM N oHU Tebe 3T hannbl.

LindpoBas penyTtauus

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas uHdopmauuns B cetn o Tebe. KomnpomeTtumpytowias
nHdpOopMaLms, pasMeLleHHas B MHTEPHETE, MOXET cepbe3HbiM 06pa3oM OTpasvTbCs Ha TBOEW pearibHOW XWU3HW.
"Undposas penytaums” - 3To TBOW UMUK, KOTOPbIN hopmMupyeTcs M3 nHopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONoXeHue, 0COBGEeHHOCTM XapakTepa M pacckasbl O
GU3KUX - BCE 3TO HaKannMBaeTcs B CETU.




MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHouW uHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMI. Thl JaXe He CMOXellb JoragaTtbCs O TOM, YTo poTorpadus, pasmelleHHasa 5
neT Hasag, cTana npuunHOM oTkasa NpPUHATL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBomx cotorpadun u gpyrue AeriCTBUS MOTYT HE MCYE3HYTb faxke nocrne Toro,
Kak Tbl MX yAanub. Tbl HE 3Haellb, KTO COXpaHun 3Ty nHGOpMaLMIo, nonana nM oHa B MOUCKOBbIE CUCTEMbI U
COXpaHWMach N1 OHa, a rMaBHOE: YTO MOAYMAalOT O Tebe OKpyXKatoLLme Noaun, KOTopble HAaNgyT U yBUAAT 3T0. Hantu
NMHGOPMALIMIO MHOTO NET CNYCTA CMOXET fobon - kak 13 Aobpbix NOoOyKAEHUN, TaKk N C HAMEPEHNEM MPUYUHUTD
BpeA. ATO MOXeT ObITb KTO YrOAHO.

OCHOBHble COBETbI MO 3aLUUTE LMGPOBON penyTaumm:
1. MNogyman, npexae 4yem 4TO-TO Ny6GNUKoBaThL 1 NepenasaTth y cebsi B 6riore unu B coumansHON ceTu;

2. B HacTpoiikax npoduns yCTaHOBM OrpaHMYEHUsI Ha MPOCMOTP TBOEro MpodUns U ero CoAepXKUMOro,
caenaw ero Tonbko "onsa gpysen”;

3. He pasmelnan n He ykasblBan MHGOPMALMIO, KOTOpPas MOXET KOro-nmbo ockopbnaTte unu obmxatsb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKM - aKTUBHbIE MOMb3oBaTeny UndpoBOro npocTpaHcTea. OgHako faneko He Bce
3HAlOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTAMM LucpoBoro Mupa TpebyeT cobniogeHus npaB Ha
MHTENNeKTyanbHyt CO6CTBEHHOCTb.

TepMmunH "mHTennekTyanbHas COOCTBEHHOCTb" OTHOCWUTCH K pPasfnMyHbiM TBOPEHMSAM 4YeroBe4ecKoro yma,
HauMHas C HOBbIX U306peTeHun n 3HakoB, 0603HaYaLWMX COBCTBEHHOCTb Ha MPOAYKTbl U YCAYrK, U 3akaH4MBas
KHUramm, dotorpadmamm, KWHOPUNbEMaMm U My3blKkanbHbIMY NPOU3BEAEHUAMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl0 COOCTBEHHOCTL Ha NPOU3BEOEHNS HayKn, NnuTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTMKM TOrO, YTO MHTENMEKTyarbHbIN/ TBOPYECKUI TPyS
aBTopa He OyaeT HanpacHbIM, acT eMy CnpaBeinvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
nony4nMTb W3BECTHOCTb W npusHaHue. HukTo ©Oe3 paspelleHuss aBTopa He MOXeT BOCMNPOM3BOAWUTL €ro
npousBedeHne, pacnpocTpaHaTb, NyGNNYHO OEMOHCTPMPOBATh, NpodaBaTb, UMMNOPTMPOBATL, MyckaTb B MpOKaT,
Ny6nNnYHO MCNONHATL, NOKa3bIBATL/UCMONMHATL B 3dmpe nnm pasmewatb B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTam Ao GrokvpoBKM TBOEro YCTPOMCTBA, rAe YCTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abbIBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnartHble NPorpaMMbl, KOTOPblE MOXHO HAWTU B CETU.

O noprane

CeTeBI/I‘-IOK.pd) - TBOW IMNaBHbIA COBETYMK B CETU. 34eCb Tbl MOXELb y3HaTb O ©e3onacHoCTN B ceTu
NOHATHbIM N OOCTYMHbLIM A3bIKOM, a NpnU BO3SHUKHOBEHUN KpMTMHeCKOVI cutyauummn O6paTMTbCF| 3a coBeToM. A Takxke
NPUHATb y4aCTune B KOHKypCax U CTaTb CaMbIM LI,VI(prBbIM I'pa)KLl,aHVIHOM!

Mpunoxexune N 3

NAMSATKA 0N POOUTENEN OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepeneHne TepmMuHa "vHdopmaumnoHHas 6esonacHocTb geten" cogepxutca B PegepanbHom 3akoHe N
436-93 "O 3awute geten OT MHGOPMaLUKU, MPUYMHSAIOWEN Bped UX 300POBbI0 U PasBUTMIO", perynvmpylolmm
OTHOLLUEHMS, CBSA3aHHbIE C 3alUTON AeTen OT UHOoPMaLMK, NPUYMHSIIOLLEN Bpe UX 340POBbI0 U (Mnn) pasBuTuio.
CornacHo gaHHOMY 3akoHy "WMHoOpMaumoHHasi 6e30macHOCTb AeTer” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C NPUYNHEHNEM MHOPMaLUe Bpeda UxX 340pOBbL0 U (MNn) pusndeckomy,
NCUXNYECKOMY, YXOBHOMY, HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-©3 nHdopmaumen, npuumHAoLLE Bpe 340POBb0 U (M) pasBUTUIO




JeTen, aBndeTcs:
1. HopMmauus, 3anpeLleHHas Ansi pacnpocTpaHeHWsl Cpean AeTen;

2. wnHdopMauus, pacnpoCTpaHeHUWe KOTOPOW OrpaHWYeHO cpean aeTer onpedeneHHbIX BO3PacTHbIX
KaTeropun.

3. K nHpopmaumm, 3anpeLLeHHon ans pacnpocTpaHeHms cpean aeTen, OTHOCUTCS:

4. nHpopmaums, nobyxaaollas AeTer K COBEPLUEHUO OEWACTBUN, NPeaCTaBNSOWMX Yrpo3y WX XU3HU U
(vnn) 30opoBbIo, B T.4. MPUYMHEHMIO Bpeaa CBOEMY 340POBbIO, CaMOyOUNCTBY;

5. cnocobHOCTb BLI3BATL Y AeTeN xenaHue ynoTpebuTb HapKOTUYEeCKMe CpeacTBa, NMCUXOTPOMHbIE U (Unn)
odypmaHuBalowue BellecTBa, TabayHble u3genus, ankorofnbHyl W CIMPTOCOAEpXKallylo NpoAyKLUI, NUBO U
HanNWUTKW, M3roTaBfMBaeMble Ha €ro OCHOBE; MPUHATbH y4acTue B asapTHbIX Urpax, 3aHMMaTtbCsi MPOCTUTYLMEWN,
OpoAsAKHNYECTBOM MU NONPOLLANHNYECTBOM;

6. obocHoBbiBawoLWasas wnu onpasApiBalolWas [ONYCTUMOCTb Hacunusa u  (Mnm) XKecTokocTn nmbo
nobyxaatoLlas oCcyLLeCTBATb HACUBCTBEHHbIE OENCTBUSA MO OTHOLLEHUIO K NIIOAAM U )KUBOTHbIM;

7. oTpuualrLLas ceMeiiHble LEHHOCTU U hopMUpYloLLLasl HeyBaXKeHVe K POAMTENSM U (M) APYrUM YneHam
cembi;

8. onpaBabiBatoLLas NPOTUBONPABHOE NOBEAEHNE;
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepxawasn nHcpopmaumo nopHorpadmyeckoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHO cpeau [heTell onpedefieHHoro Bo3pacTa,
OTHOCKTCA:

1. nHpopmaums, npeactasnsgemMas B Buae M3obpakeHUs Unm onmcaHus XecToKoCTU, PU3NYECKoro n (1nm)
MCUXMYECKOro Hacunus, NPecTynneHns UM MHOro aHTUOOLLLECTBEHHOIO AeNCTBHUS;

2. Bbi3blBaOWas y AeTen CTpax, YKac unv naHuky, B T.4. nNpeacTaBnsemasi B Buge usobpaxeHus wnm
ONMcaHWs B YHWXKaloWen YernoBedyeckoe AOCTOMHCTBO (POpMEe HeHacunbCTBEHHOW cMepTw, 3abonesaHus,
caMoyBuIncTBa, HeCHacTHOro criydasi, aBapuv Unm KatacTpodbl 1 (Mnn) X NOCneacTeun;

3. npegcrtaensiemas B BuAe W300paXeHUs MMM OMMCaHMS MOJSIOBbIX OTHOLUEHUA MEXAOY MYXYMHON U
>KEHLLMHOMN;

4. coaepxatliad 6paHHbIe CIoBa " BblpaXXeHud, He OTHOCALLMEeCA K Heu,eHaypHoﬁ 6paH|/|.

C ydyeTom 3Toro Bam npegnaratotcs npasBuna paboTbl B ceTM VIHTEPHET Ans pasnuyHbIX BO3PaCTHbIX
KaTeropuvi, cobniogeHne KOTopbix NO3BONMT 06ecnevnTb MHopMaLMoHHY0 6e30nacHOCTb BalLMX AETEN.

O6Lwume npaBuna Ans pogutenemn

1. HesaBucumo ot Bo3pacTta pebeHka Mcnosb3yiTe nporpaMMHoe obecrneyeHre, noMoratollee puUnbTpoBaTh
N KOHTPONMPOBATL MHGOPMAaLMIO, HO He nonaraiTecb NOSIHOCTbIO Ha Hero. Balle BHUMaHWe K pebeHKy - rmaBHbIi
MeTOZ 3aLLMThI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMATENBHO N3y4YnNTE, KaKyt0 MHPOPMaLMIO MOMELLAIOT €ro YY4aCTHUKM B CBOMX NPOMUax u
6norax, Bkntovas gotorpadmm 1 BULEO.

3. lNpoBepbTe, C KaKMMXM OPYrMMKU CalTamu CBSi3aH couunanbHbi cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbISKN Ha HeXXenaTenbHble 1 ONacHbIe CanThbl
(HanpvmMep, NOPHOCANT, UNN CaNT, Ha KOTOPOM ApPYr YNOMMHAET HOMep coToBOro TenedoHa Bawero pebeHka mnm
Baw pomaluHun agpec)

4. Moowpante Bawwux geten coobwate 060 BCEM CTPAHHOM MM OTTANKMBAKOLWEM U HE CMMLIKOM OCTPO




pearupyiTe, Koraa OHV 3TO AenatoT (M3-3a onaceHusi NoTepsTb AOCTYN K VIHTEpHeTY AeTu He TOBOPST poaUTENsaMm
0 npobGnemax, a Takke MOryT Ha4aTb UCMONb30BaThb VIHTEPHET BHE JOMa U LLKOSbI).

5. byabTe B Kypce ceTeBoN xM3HN Bawero pebeHka. MIHTepecyiTech, KTo ux Apy3bs B VIHTEPHET Tak Xe, Kak
NMHTEpecyeTeChb peanbHbIMU APY3bSMU.

BospacTt ot 7 o 8 net

B WMHTepHeTe pebeHOK cTapaeTcs MOCETUTb T€ UNU UHble CalTbl, @ BO3MOXHO M YaTbl, paspelleHue Ha
nocelleHme KOTOpbIX OH He nonyyun 6bl oT poagutenen. [loaTomy poautensm ocobeHHO nomnesHbl byayt Te
OTYeThbl, KOTOpble MPefoCTaBnsAlTCA MporpaMMaMym Mo OrpaHMYeHU0  Mcnonb3oBaHus WHTepHeTa, T.e.
PoanTenbCckuin KOHTPONb UK TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX darnnax. B pesynetaTte, y pebeHka He
OyOeT owyLlleHns, YTO 3a HUM BeOeTCs MOCTOSIHHbBIA KOHTPOMb, OAHAKO, poauTenu byaoyT no-npexHemy 3HaTb,
Kakme cawvTbl mocewjaeT ux pebeHok. et B AaHHOM Bo3pacTe obnagaloT CUIbHbIM YyBCTBOM CEMbW, OHU
OOBEpPYMBLI M HE COMHeBatlTCsi B aBTopuTteTax. OHM MobAT wurpaTb B CeTEBble UIPbl M NyTelwecTBOBaTb MO
MHTepHeTy, NCNonb3ysi 3NEeKTPOHHYI0 MOYTY, 3aX04UTb Ha CalTbl U YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMMN.

CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cosgarite cnucok AOMalUHMX MNpaBun nocelwleHus MHTepHeTa npu yyacTum geten u Tpebynte ero
BbINOMHEHWS.

2. Tpebyvite oT Bawero pebeHka cobnogeHns BpEMEHHbBIX HOPM HaX0XAEHUSA 3a KOMMboTEPOM. [okaxute
pebeHky, yto Bbl HabnogaeTe 3a HUM He NOTOoMy 4YTO Bam aTO xoueTcs, a noTomy 4To Bbl Gecnokoutechb O ero
©e30nacHOCTU 1 BCeraa rotoBbl €My NOMOYb.

3. KomnbiloTep ¢ nogkntoyeHneM K VIHTepHeTy OOMKeH HaxoauTbCcd B OOLler KoMHaTe nog npuvcMOTPOM
poauTtenen.

4, |/|Cﬂ0]'|b3yIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpenctea 6J'IOKI/IpOBaHVI$| HeXenaTtenbHOro KOHTeHTa KaK AOMOoJfIHeHMe K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb COBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k canWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecneveHus.

8. Mpuyunte geten coBeToBaTbcs ¢ Bamu nepen onyGnvkoBaHMemM kakon-nnbo MHgopMauum cpeacTeamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX (POPM U Npodunen.

9. Hayunte geTten He 3arpyaTtb hannbl, nporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTM MCNONb30BaTb CIyX0Obl MTHOBEHHOrO 06MeHa CoobLLEeHNAMN.

11. B "Genbin" cnucok canToB, pa3spelleHHbIX Ofsi MOCELeHUs, BHOCUTE TONbKO CaWTbl C XOpoLuen
penyTauuen.

12. He 3abbiBaviTe 6ecenoBath ¢ geTbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnuv 6bl pedb Wwna o gpysbsx B
pearnbHON XU3HMU.

13. He genaiite "taby" 13 BONpoCOB MOSIOBON >W3HW, TaK kak B IHTEpHETE AeTU MOryT NIErko HaTKHYTbCS Ha
nopHorpadguio nnu cantel "ana B3pocnbix”.

14. Mpunyuunte Bawero pebeHka coobwaTb Bam 0 NOOLIX yrpo3ax urnm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
OcTaBanTecb CMOKOWHBbIMW M HanoMHUTE OeTsaM, YTO OHM B Ge30nacHOCTW, ecnv caMu pacckasanv Bam O CBOUX
TpeBorax. [oxBanure ux 1 NOCOBETYNTE NOAONTU eLle pa3 B MOAOOHbLIX Cry4vasix.

BozpacT geteit ot 9 oo 12 ner

B paHHOM Bo3pacTe OeTw, Kak NpaBuIo, YXe HacnbllaHbl O TOM, Kakasi WHdopMauus cyllecTByeT B
WHTepHeTe. COBEpPLUEHHO HOPMArbHO, YTO OHM XOTAT 3TO YBMAETb, MPOYECTb, YChbiwaTtb. [1pM 3TOM HYXHO




MOMHWUTb, YTO OOCTYN K HeXenaTemnbHbIM MaTepuanaMm MOXHO Ferko 3abrokMpoBaTb MpY MOMOLLUM CPeacTB
Poantenbckoro KOHTpons.

CoBeTbl No be3onacHocTu ansa geten ot 9 oo 12 netr

1. Co3sganTte cnucok OOMalUHMX NpaBun nocelleHuss MIHTepHeT npu ydactum peten n tpebynte ero
BbINOMHEHWS.

2. TpebyitTe oT Balero pebeHka cobnogeHnst HOPM HaxXOXOEHWUS 3@ KOMMbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMNbOTEPOM, MOKaxute emy, 4to Bbl 6ecnokoutecb 0 ero
6e3onacHOCTM 1 BCEraa rotoBbl okasaTb emMy NMOMOLLb.

4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. Wcnonb3aynte cpeactBa OMOKMPOBAHUSA HEXENaTerbHOro KOHTEHTA Kak OOMOfHEeHWe K CTaHgapTHOMY
PoantensckomMy KOHTPONto.

6. He 3abbiBaiiTe NpvHUMaTb HEMOCPEACTBEHHOE yyacTue B XM3HM pebeHka, GecegoBaTth C AeTbMU 00 KX
Apy3bsix B IHTepHeTe.

7. HactavBawTe, 4Tobbl 4€TU HUKOTAA HE COrnallanmcb Ha NMYHbIe BCTPeYn ¢ Apy3bamu no NHTepHeTy.
8. MNosBonante geTam 3axoAuTb TONbKO Ha canTbl U3 "6enoro" cnucka, KOTopbIN co3ganTe BMECTe C HAMMW.

9. MpuyunTte geten HUKOrga He BbigaBaTb NINYHYI0 MHAOPMALMIO CpeacTBaMM SMEKTPOHHOMW MOYThl, YaToB,
CMCTEM MIHOBEHHOIO 0OMeHa coobLLEHAMU, PErMCTPaLUMOHHBIX POPM, MNYHBIX Npoduner n Npyu perncTpaumum Ha
KOHKypcCbl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHW MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHve.

11. CospawTte Bawemy pebeHKy orpaHMYeHHyIo y4eTHYIo 3anvcb Ansd paboTbl HA KOMMNbIOTEpPE.

12. Mpunyuunte Bawero pebeHka coobwaTe Bam 0 NOOLIX yrpo3ax unm Tpeeorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanomHuTe getam, 4Tto oHM B 6€30MacHOCTU, eCnv caMy pacckasarnu BaM O CBOMX TPEBOrax 1 onaceHusx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTE.

14. HactanBanTe Ha ToMm, 4YTOObI A€TM NPEeAOCTaBAsANN BamMm JOCTYN K CBOEN 3NIEKTPOHHON MoYTe, YTOObI Bbl
y6eamnmcb, 4To OHKU He 0bLLaTCHA C HE3HaKoMLaMW.

15. OGbsACHUTE OeTsIM, YTO Henb3si UCMONb30BaTb CeTb AN XYIWUraHcTBa, pacrnpoCTpaHEHUs CnneTeH unu
yrpoa.

BospacT geteit oT 13 go 17 net

B aTom Bo3pacTe NogpOCTKM aKTUBHO WUCMOMb3YT MOUCKOBbIE MaLUWHbI, MOMNb3YHTCS 3NEKTPOHHOWN NOYTON,
cnyx6amMy MrHOBEHHOro O06MeHa COOBLLUEHNSIMU, CKAuMBaKOT MY3blKy M unbMbl. ManbumMkam B 3TOM Bo3pacTe
Gonblle MO HpaBy cCMeTaTb BCE OrpaHUYeHusl, OHW XaxayT rpyboro tomopa, asapTHbIX Wrp, KapTUHOK "Ans
B3pocnbIx”. [eBoukM npegnoumTaT oblartbcs B 4aTax, Npu STOM OHU ropa3go bonee YyBCTBUTEMbHbI K
cekcyarnbHbIM JoMoraTenscTeam B MIHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe pPoAUTENSIM YXXe BECbMa CITOXHO KOHTPONMPOBaTb CBOWX AETEN, Tak Kak 00
VIHTepHETE OHM YKe 3HAKT 3HaAYMTENbHO Gonblue CBOMX poauTenen. TeM He MeHee, He OTnyckawWTe OeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecb akTUBHO y4acTBOBaTh B 06LWeHUn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaeuna MHTepHeT-6e30macHOCTM - corfaleHue  Mexay
poauTenaMu u getbMu. Kpome Toro, HeoGXoAMMO Kak MOXHO Yalle npocmaTtpuBaTb OTYETbl O AeSATEeNbHOCTU
deteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeoGXOOMMOCTb CodepXKaHWs POAMTENbCKMX naponemn
(naponei agMMHUCTPaATOPOB) B CTPOroM CeKpeTe U 06paTuTb BHUMaHWE Ha CTPOrocTb 3TUX Naposei.




CoBeTbl N0 6e3onacHOCTK B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK AOMaLUHMX MpaBuil MoOcelleHnss VIHTepHeTa npu ydyacTuu MogpoCTKOB U TpebynTe
©e3ycnoBHOro ero BbinonHeHns. O6roBopuTe ¢ pebeHKOM CNMCOK 3anpeLleHHbIX canToB ("JyepHbln CNMCcok"), Yachl
paboTbl B IHTepHeTe, pykoBOACTBO N0 00LeHunto B IHTepHeTe (B TOM Yncrne B YaTax).

2. KomnbtoTep ¢ NoakntoyeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KoMHaTe.

3. He 3abbiBante beceposatb ¢ geTbMu 06 ux Apy3bsax B WHTepHeTe, O TOM, YEeM OHW 3aHATbI TakuMm
obpasom, ByaTo pedb uaeT o0 Apy3baxX B peanbHOM XusHu. CnpaluvBante O Noasix, C KOTopbiMKU AeTh obLialTcs
nocpeacTBoM Cny6 MrHOBEHHOro o6MeHa coobLeHnaMK, YTobbl yoeanTbes, YTO 3TW MAN UM 3HAKOMbI.

4. Wcnonb3ynte cpenctsa OGNOKMPOBAHUS HEXenaTenbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHO4apTHOMY
PoouTtenbckoMy KOHTPOSIH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotca Bawwm getn. T[loowpsnte umcnonb3oBaHue
MOLEepUpyeMbIX YaTOB M HacTauBarnTe, YToObl A4eTu He obLLanucb B MPUBAaTHOM pexume.

6. HactanBanTe Ha TOM, YTOObI AETW HUKOrAA HE BCTPEeYanucb NIUYHO € Apy3bsaMu U3 ceTu VIHTepHeT.

7. MNpuyynte AeTen He BblAaBaTb CBOK MMYHYIO MHAOPMALMIO CPeACTBaMU INEKTPOHHOW MOYThI, YaToB,
CMUCTEM MIHOBEHHOro obmMeHa coobLLEeHNAMIN, PErMCTPaLMOHHbBIX POPM, MMYHBLIX NPOUNEN N NPWU perncTpaumm Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHve.

9. MNpuyunte Bawero pebeHka coobwatb Bam 0 nobbiX yrpo3ax Unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHute getam, 4To OHM B Ges3onacHOCTM, ecnu camu pacckasanum BaM, O CBOMX Yrpo3ax unu Tpesorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute getam o nopHorpadum B MHTepHeTe. [lomornte um 3awmtutbCca OoT cnama. Hayudumte
NnoapoCTKOB He BblgaBaTb B VIHTepHeTe CBOero peanbHOro SMEeKTPOHHOro ajgpeca, He oOTBeyaTb Ha
HexxenaTtenbHble MMCbMa 1 UCMONb30BaTh CreunanbHble NOYTOBbIE PUNBTPLI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C canTaMmu, KOTOpPbIE NoceLatT NOgPOCTKN.

12. Hayuute pgetein yBaxkaTb ApYrUX B UHTEpHeTE. Y6eamTech, YTO OHM 3HAIOT O TOM, YTO MpaBwusia XOpoLLEero
noBefeHns OeACTBYIOT Be3fe - AaXe B BUPTyanbHOM MUpE.

13. OObsAcHWTE p[geTaMm, 4YTO HM B KOEM crnydae Henb3s ucnonb3oBatb CeTb AN XyNUraHcTea,
pacnpocTpaHeHust CNIeTEH UNK Yrpo3 OPYIvM NOASIM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV puUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UIPbl COrMACHO 3aKOHY.

lMocTosHHO KOHTpONMpynTe ucnone3oBaHne NHTepHeta Bawnm pebeHkom! BT0 He HapyLleHne ero NMMYHoro
NMPOCTPaHCTBa, a Mepa NPeAOCTOPOXHOCTM U NposiBreHve Balen pogutenbcko OTBETCTBEHHOCTH M 3a60ThI.




